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Sessions enable us to track a
user, enabling login, logout and
also to follow the user from
page to page in an application



How to Make an Application out of a Web Page?

- On the internet, a web page is a web page is a web page...
- If you surf from ./pagel.html to ./page2.html these are two unique requests.

» The server doesn‘t know anything about the fact that both pages are visited by the same
user.

» Sessions are the technique used to logically group several requests into a “group” (called a
session)

- If you start a session, the server will know that it‘s still the same user who surfed from ./
pagel.html to ./page2.html
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Session Tracking

First Request

request, “Serv A’ Nnew session
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client A «——— Container
response, |ID# 09AZ1

HttpSession
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“User1”

Subsequent Request

_request, "Serv B", ID#

HttpSession

O ———— 4
getAttribute(“user1”) 09AZT
“User1”

clientA «—— Container
response, “‘user1”, ID# 09AZ1




Sessions

« HT TP itself Is “stateless”

* NO state stored on the server between requests i

HTTP Protocol over which
the request is transfered

from the same client request

» but many web apps are stateful

* necessary to connect requests from the same
user / browser / browser-window, e.g. shopping
cart, appointments calendar etc...

Ji—

S

" |

e Session

User sending reqgyest

Server

» multiple requests performed in a stateful context

responsezZ

® Session tracking request2

» technique that allows sessions in stateless
environments



 User surfs to http://demo.com

» Server (on 1st request / if no sessionlD stored on
client)

* generates unique session id, which is mapped
to ...

* ... @ session-object

- stored in memory (lost on shutdown), in a file or
in database

 can contain anything (list of articles, game state,
counters, ...)

» Session id is added to the response

*from now on:

» each subsequent request from the same user
(browser) must contain the session id ...

* ... Which is used by the server to map to the session-
object

* No data gets stored on the client, except SessionlD
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Welcome Back

Information on Y our Session:

Info Type

Value
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Creation Time

Wed Nov 17 13:43:31 EST 1999

Time of Last Access

Wed Nov 17 13:44:25 EST 1999

Number of Previous
Accesses
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Session Tracking Technigues

Cookie
URL Rewriting
Hidden Form Fielo
JSON Web Token (JWT)
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Cookies

First Response

Http Response

Set-Cookie: JSESSIONID=09AZ1
client A Domain=.abcd.com;path=/;HttpOnly

: I—
-7 | HTTP/1.1 200 OK
40; 4 | Location: http://www.abcd.com/login

Subsequent Requests Http Request

POST/login.do HTTP/1.1

Host: www.abcd.com

S Cookie: JSESSIONID=09AZ1
client A

Container

Container



1. Server creates a cookie with session-id
on first request

2. Server maps id to a new user-specific
session object

3. The session-id Is sent to the client with
the first response

4. ..and automatically added by the browser
on each further request (to the same
address/domain/...)

5.5erver receives request + cookie with
session-id

6.Server maps session-id to session-object

Cookies

Cookies
SitelD 1 Visitor ID 9
Site ID 2 Visitor ID 2
Site ID 3 Visitor ID 5 - Visitor 1
Site ID 4 Visitor ID 6 - Visitor 2
4SteID 5 Visitor ID 3 | sl _\fisitor 3

-Visitor 4
-Visitor 5

Visitor List
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donation-web cookie (in browser)

# Dashboard X () Eamonn
< C © | @ localhost:3000/dashboard % 7% A5 ® ~
Todo List Dashboard ~ About  Logout

homer simpson's Todo List

Todo
Go for snooze
Title
|
[ ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits v X
licati Name A Value Do... | Path Exp... Size |HTTP Secure | SameS...
Application PLAY_SESSION 1813c0ch726f7b3054da2ceB27h1fdeed4972cc-logged_in_Mem...| Ioc... | / Ses...| 73
B Manifest

£x Service Workers
B Clear storage

Storage
» == Local Storage
» == Session Storage
IndexedDB
= Web SQL
v Cookies
& http://localhost:8000

(@

Cache

= Cache Storage
== Application Cache

Frames
» O top ¢ o
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URL Rewriting



URL Rewrite

First Request
request, “Serv A’ Nnew session
S — S —
—>

clientA ———————— Container
response, |ID# 09AZ1

Subsequent Request

8

client A «———  — Container
response, “user1”, ID# 09AZ1

request, “Serv B”, ID# 09AZ1
—.’

setAttribute(“user1”)

search session ID# 09AZ1
—.’

4 @ @ @ @@
getAttribute(“user1”)

HttpSession

ID# 09AZ1
“User1”

HttpSession

ID# 09AZ1
“User1”



URL Rewrite

» Server adds the session-id to all links the user can follow
* http://server/myhome

* IS changed to

* http://server/myhome?sessionid=123

» session-id must be dynamically added

» functionality usually offered by scripting frameworks


http://server/MyServlet
http://server/MyServlet?sessionid=123

Hidden Form Field



Hidden Form Fields

* In HTML, we can define "hidden" fields in a form
» <input type="hidden" name="sessionid" value="123">
 These fields are not visible and cannot be changed by the client
» Usage:
» server creates a session-object for each client and generates a
unique ID

* When HTML documents are created and sent back, the hidden form
fleld is automatically generated containing the actual ID

» Upon form submit, the session ID is automatically sent back to the
server

* The server can associate this call with an already existing session
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Hidden Form Filed Example

Todo List

homer simpson's Todo List

Todo

Make tea

Go for snooze

Title

Dashboard Ab

Delete

<form class="uli stacked segment form" action="/dashboard/addtodo" method="POST">
<div class=“field">
<input type="hidden" name="userID" value="2354515">
<label>Title</label>
<input placeholder="Title" type="text" name="title">
</div>
<button class="ui blue submit button">Add Todo</button>
</form>
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Hidden Form Field Example

Todo List Dashboard Abi

homer simpson's Todo List

iy <form class="ui stacked segment form" action="/dashboard/addtodo" method="POST">

< /| - ]|
Make tea i<input type="hidden" name="userID" value="2354515">)

o foraoore <label>Title</label>
<input placeholder="Title" type="text" name="title">
</div>
il <button class="ui blue submit button">Add Todo</button>
</form>

Field “userlD” planted on the form by the web app
- and set to the ID of the specific user

The application can use this ID to locate the user
In the database, and ensure the new data goes to
the correct database entry
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JSON Web Token



Json Web Token

- An open standard that defines a
compact and self-contained way for
securely transmitting information
between parties as a JSON object.

+ Compact: Because of its smaller
size, JW1s can be sent through an
URL, POST parameter, or inside an
HT TP header.

- Self-contained: The payload
contains all the required information
about the user, avoiding the need to

guery the datalbase more than once.

* Authentication: Once the user is logged In,

each subseqguent request will include the
JW, allowing the user to access routes,
services, and resources that are permitted
with that token.

- Information Exchange: JSON Web Tokens

are a good way of securely transmitting
iInformation between parties, because they
can be signed.
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Browser
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1. POST /users/login with username and password

3. Returns the JWT to the Browser

4. Sends the JWT on the Authorization Header

6. Sends response to the client

Server

%}511?-.
2. Creates a JWT

J with a secret

+ Get user information
/ from the JWT

N 5. Check JWT signature.
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attempt
to visit
page that
requires
JWT auth
without a
(valid) JWT

visit
page that

requires
auth
with valid
JWT

Hapi Web Application Server

Got a
Valid JWT?

hapi-auth-jwt2
,/\—/—. /\
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Web Frameworks

Cookies generally preferred.

However, framework may try to ‘abstract away’
specific session management technology, and deliver
simpler abstraction to the programmer

Framework may In fact be able to switch between
different technigues depending on circumstances.

Play only supports Cookies
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