
Creating Sessions
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package.json

describes the characteristics 
+ dependencies of the 

application

{ 
  "name": "playlist-4", 
  "version": "0.0.1", 
  "description": "Project at the end of Playlist-4 lab", 
  "main": "server.js", 
  "scripts": { 
    "start": "node server.js" 
  }, 
  "dependencies": { 
    "body-parser": "^1.18.3", 
    "cookie-parser": "^1.4.3", 
    "express": "^4.16.3", 
    "express-fileupload": "^0.4.0", 
    "express-handlebars": "^3.0.0", 
    "fs-extra": "^6.0.1", 
    "lodash": "^4.17.10", 
    "lowdb": "^1.0.0", 
    "uuid": "^3.2.1", 
    "winston": "^2.4.2" 
  }, 
  "engines": { 
    "node": "8.x" 
  }, 
  "repository": { 
    "url": "https://github.com/wit-hdip-comp-sci-2018/playlist-4" 
  }, 
  "license": "MIT", 
  "keywords": [ 
    "node", 
    "glitch", 
    "express" 
  ] 
}
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dependencies

Enumerates the various 
modules our application 

requires

{ 
  ... 
  "dependencies": { 
    "body-parser": "^1.18.3", 
    "cookie-parser": "^1.4.3", 
    "express": "^4.16.3", 
    "express-fileupload": "^0.4.0", 
    "express-handlebars": "^3.0.0", 
    "fs-extra": "^6.0.1", 
    "lodash": "^4.17.10", 
    "lowdb": "^1.0.0", 
    "uuid": "^3.2.1", 
    "winston": "^2.4.2" 
  }, 
  ... 
}
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dependencies

lowdb 
database

Each of these an 
independent 

library, with its 
own 

documentation, 
examples and 
community of 

users

{ 
  ... 
  "dependencies": { 

    "body-parser": "^1.18.3", 
    "cookie-parser": "^1.4.3", 
    "express": "^4.16.3", 
    "express-fileupload": "^0.4.0", 
    "express-handlebars": “^3.0.0", 

    "fs-extra": “^6.0.1", 

    "lodash": “^4.17.10", 

    "lowdb": “^1.0.0", 

    "uuid": “^3.2.1", 

    "winston": "^2.4.2" 
  }, 
  ... 
}

Express 
framework

uuid ID 
generation

winston 
logging
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Express Framework

https://expressjs.com/ �5



Lowdb Database

https://github.com/typicode/lowdb
�6



uuid ID generation library

https://www.npmjs.com/package/uuid �7



winston logging

https://www.npmjs.com/package/winston �8



Sessions Support - Cookie Parser

https://expressjs.com/en/resources/middleware/cookie-parser.html

{ 
  "dependencies": { 
    "body-parser": "^1.18.3", 
    "cookie-parser": "^1.4.3", 
    "express": "^4.16.3", 
    "express-fileupload": "^0.4.0", 
    "express-handlebars": “^3.0.0", 
    "fs-extra": “^6.0.1", 
    "lodash": “^4.17.10", 
    "lowdb": “^1.0.0", 
    "uuid": “^3.2.1", 
    "winston": "^2.4.2" 
  }, 
} �9



Routes

router.post('/register', accounts.register); 
router.post('/authenticate', accounts.authenticate);

routes.js

Register a new 
User with the 
application

Check to see if a 
given email/
password is 
known to the 
application
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Routes

router.post('/register', accounts.register); 
router.post('/authenticate', accounts.authenticate);

routes.js

Create a new user 
database object

Check Database 
for given user


 -> Create Session 
Object if user 

found
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userStore object
'use strict';  
 
const _ = require('lodash'); 
const JsonStore = require('./json-store'); 
 
const userStore = { 
 
  store: new JsonStore('./models/user-store.json', {users: []}), 
  collection: 'users',  
 
  getAllUsers() { 
    return this.store.findAll(this.collection); 
  }, 
 
  addUser(user) { 
    this.store.add(this.collection, user); 
  }, 
 
  getUserById(id) { 
    return this.store.findOneBy(this.collection, { id: id }); 
  }, 
 
  getUserByEmail(email) { 
    return this.store.findOneBy(this.collection, { email: email }); 
  }, 
}  
 
module.exports = userStore;

Manage 
database of 
users, 
supporting:

- create

- getAll

- getById

- getByEmail
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{  
  "users": [ 
    { 
      "firstName": "homer",  
      "lastName": "simpson",  
      "email": "homer@simpson.com",  
      "password": "secret",  
      "id": "3ad52697-6d98-4d80-8273-084de55a86c0" 
    }, 
    { 
      "firstName": "marge",  
      "lastName": "simpson",  
      "email": "marge@simpson.com",  
      "password": "secret",  
      "id": "2b6f0989-7b7f-4a38-ad26-aa06b922d751" 
    }  
  ] 
} 

user-store.json
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... 
register(request, response) { 
  const user = request.body; 
  user.id = uuid(); 
  userstore.addUser(user); 
  logger.info(`registering ${user.email}`); 
  response.redirect('/'); 
}, 
...

account.register method

Create a new user 
object based on 

form data

 + Add to user-

store
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accounts.authenticate method

... 
authenticate(request, response) { 
 
  const user = userstore.getUserByEmail(request.body.email); 

 
  if (user) { 
 
    response.cookie('playlist', user.email); 
    logger.info(`logging in ${user.email}`); 
    response.redirect(‘/dashboard'); 

  } else { 
 
    response.redirect(‘/login'); 
 
  } 
 
}, 
...

Check if user exists

If user known, create 
cookie called 

‘playlist’ containing 
users email, then 

switch to dashboard

Otherwise, ask user 
to try to log in again
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accounts.getCurrentUser method

... 
getCurrentUser (request) { 
  const userEmail = request.cookies.playlist;  
  return userstore.getUserByEmail(userEmail); 
} 
...

Utility method to see if session exists

and which user ‘owns’ the session.

Return a valid user object if session exists

Otherwise return null
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dashboard: index
const dashboard = { 
  ... 
  index(request, response) { 
    logger.info('dashboard rendering’); 
 
    const loggedInUser = accounts.getCurrentUser(request); 
 
    const viewData = { 
      title: 'Playlist Dashboard',  
      playlists: playlistStore.getUserPlaylists(loggedInUser.id), 
    }; 
 
    logger.info('about to render', playlistStore.getAllPlaylists()); 
    response.render('dashboard', viewData); 
  }, 
  ... 
}

Discover 
which user 
is currently 
logged in

Retrieve only those 
playlists associated with 

the logged in user
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dashboard: addPlaylist
const dashboard = { 
... 
addPlaylist(request, response) { 
 
  const loggedInUser = accounts.getCurrentUser(request); 
 
  const newPlayList = { 
    id: uuid(), 
    userid: loggedInUser.id,  
    title: request.body.title,  
    songs: [], 
  }; 
   
logger.debug('Creating a new Playlist', newPlayList); 
  playlistStore.addPlaylist(newPlayList); 
  response.redirect('/dashboard'); 
}, 

  ... 
}

Discover 
which user 
is currently 
logged in

In the new playlist, 
include the id of the 

currently logged in user
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Session 
Cookies can 
be inspected 
in Browser

Browser Cookies
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... 
authenticate(request, response) { 
 
  const user = userstore.getUserByEmail(request.body.email); 
  if (user) { 
    response.cookie('playlist', user.email); 
    logger.info(`logging in ${user.email}`); 
    response.redirect(‘/dashboard'); 
  } else {  
    response.redirect(‘/login'); 
  } 
}, 
...

Password Check?
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logout

logout(request, response) { 
  response.cookie('playlist', ''); 
  response.redirect('/'); 
},

Clear the cookie
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